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Security of Critical Infrastructure 



What is a secure industrial system? 

“[...] SCADA communications 
should be encrypted and 
routed through a VPN tunnel 
through corporate IT or other 
non-critical networks. [...]”  
 
[“Securing the move to IP-
based SCADA/PLC networks”, 
UK Centre for the Protection 
of National Infrastructure 
(CPNI), 2011]  



Defining security: declarative 

System with infrastructure is sufficiently robust 
to satisfy its requirements in presence of threats  

 

Infrastructure SYSTEM ⊑𝐴 REQUIREMENTS 

𝑆 ⊑𝐴 𝑅 ≡  ∀𝑠 ∈ 𝜏 𝑆 . ∃ 𝑟 ∈ 𝜏 𝑅 . 𝑠 ↾ 𝐴 = 𝑟 ↾ 𝐴 



Promising for critical security mechanisms 

                                       Network ⊑𝐴 



The reality 

• S7comm on Port 102 
– CVE-2015-2177 … 

• PPTP on Port 1723 
– MS security Advisory 2743314 … 

• CWMP over HTTP 
– CVE-2014-9222, CVE-2014-9223 …  

• Huawei home gateway 
– CVE-2015-7254, CVE-2013-6786 … 

• Siemens FAQ8970169 
– “Port 102 [...] must be enabled for 

the complete transfer route” 
 



• Threat: PLC is unreachable 
– FAQ: “open Port 102 on router” 

 

Defining security: Operational 

• Threat: attacker can access PLC 
– CPNI: tunnel S7 traffic over VPN 

– Only admin IP access to VPN 

– Software update mechanism 

• Efficacy: Intrusion Detection System 
– Snort rules check for suspicious S7 

packets on internal network 

 

 



Contemporary systems are convoluted, 

and everybody is a developer   



and built and operated by humans 



IMT Cyber CNI chair: robust to failure 
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Resilience 

Resilience 

Reason about & provide resilience 
in complex critical systems 

– measure degree of resilience 
– make trade-offs, 

recommendations  
– improve and manage resilience 



Diagnostics 
Metrics 

Diagnose security and safety in 
Industrial Control Systems. 

– modelling security threats and 
safety failures 

– Diagnose and explain threats 
and failures 

– Reason about, make trade-offs 
 

 



Studying human experience in SOCs 

• Security Operations Centres 

• Balancing people 
– expert technical teams 

– business objectives 

– tensions, misunderstandings 

• Project: understand the human experience 
– improve the processes, benefit the staff 

• Emerging results 
– dialectics, self-determination 

Human 
centred 
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Platform 

Engineering 

• Fischertechnik testbeds 

• SADA Crouzet, Siemens, 
Yokagawa, stormshield, …   

• Big data platform 

• Cyber Range attack 
simulator platform 



IMT Cyber CNI chair: partners 


