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Fellowship

■ Google european doctoral fellowship in Privacy (3 years) 
■ 13 selected candidates throughout Europe in 2013 
■ Mentor at Google Zurich 
■ Interns, conferences, workshops, tech talks at Google
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Today’s World
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■ Growing number of embedded systems in our daily life 
■ Concerns Privacy, Safety, Security
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Side-Channel Attacks in a Nutshell

■ Cryptanalysis is “impossible”

5

Mathematicians are Smart

115792089237316195423570985008687907853269984665640564039457584007913129639936 tries...

Cryptanalysis is impossible
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Side-Channel Attacks in a Nutshell

■ Cryptanalysis is “impossible”
■ Use an additional side-channel
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Mathematicians are Smart

115792089237316195423570985008687907853269984665640564039457584007913129639936 tries...

Cryptanalysis is impossible
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Physicists are Smarter

100 to 10000 tries...

Physical (non invasive) attack
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Side-Channel Analysis
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Side-Channel Analysis: Practice

Side-Channel Analysis Attacks Classification Countermeasures
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Linear regression

Kolmogorov-Smirnov
Copula distinguisher

Pearson correlation 
coefficient

Difference of means

Mutual information

histograms kernels

Stochastic ApproachBayesian Attack …

Template Attack
Cramér-von-MisesVariance based distinguisher

SVM Attack
Decision Trees
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Security Assessment

■ Security evaluation 
■ False confidence
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Optimal Distinguisher

12

■ In a given side-channel context 
■ What is the best possible distinguisher among all 

possible ones?

Unreachable zone  
for any attack

Optimal distinguisher
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A Mathematical Theory of Communication

Claude E. Shannon, “father of the information age.”
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Side-Channel Analysis As A Digital 
Communication Problem
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Leave Prejudices & Misconceptions Behind…

■ “Probability estimation is crucial” 
■ “Correlation Power Analysis is optimal” 
■ “Against first-order masked implementations, 

product combining is optimal”
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Mathematical Derivations
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Sylvain Guilley, Annelie Heuser, Olivier Rioul,  
Methods for recovering secret data of a 
cryptographic device and for validating the 
security of such a device,  
Brevet déposé par l'INSTITUT MINES-
TELECOM, PCT N° PCT/IB2014/003248, 2014



Institut Mines-Télécom

Scientific Commitments/ Achievements

17



Institut Mines-Télécom

Scientific Commitments/ Achievements
■ Reviewer: COSADE 2013/2014, HOST 2013/2014, HASP 2013, SPACES 

2013/2014, JCEN (several times), IEEE Trans. of Information Forensics & 
Security, IEEE Transactions on Computers 

■ Conference organizer: COSADE 2011-2014

■ Advisor: 4 interns, students group (Polytechnique)
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Currently…

■ Post-doctoral researcher 
■ European project SECODE (CHIST-ERA) 
■ Secure Codes to Thwart Cyber-Physical Attacks
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Thank you!
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annelie.heuser@telecom-paristech.fr


