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B Fellowship

Google

= Google european doctoral fellowship in Privacy (3 years)
= 13 selected candidates throughout Europe in 2013
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I Today’s World

= Growing number of embedded systems in our daily life
= Concerns Privacy, Safety, Security
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_ Side-Channel Attacks in a Nutshell

= Cryptanalysis is “impossible”
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_ Side-Channel Attacks in a Nutshell

= Cryptanalysis is “impossible”
= Use an additional side-channel




I Side-Channel Analysis
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I Side-Channel Analysis
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I State-of-the-Art
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I State-of-the-Art

Pearson correlation |
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I State-of-the-Art
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N Security Assessment

= Security evaluation
» False confidence
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I Optimal Distinguisher

= |n a given side-channel context

= What is the best possible distinguisher among all
possible ones?

Optimal distinguisher
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Side-Channel Analysis As A Digital
I Communication Problem
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Side-Channel Analysis As A Digital
I Communication Problem
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Side-Channel Analysis As A Digital
I Communication Problem

DEVICE ATTACK

side-channel notations
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Side-Channel Analysis As A Digital
I Communication Problem
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I Lcave Prejudices & Misconceptions Behind...

= “Probability estimation is crucial”
= “Correlation Power Analysis is optimal”

= “Against first-order masked implementations,
product combining is optimal”
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= “Probability estimation is crucial” |NO, we
= “Correlation Power Analysis is optimal”

= “Against first-order masked implementations,
product combining is optimal”
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I Lcave Prejudices & Misconceptions Behind..

I e
= “Probability estimation is crucial” j NO, we ve proven it |

= “Correlation Power Analysis is optimal” ﬁNot always ;;

= “Against first-order masked implementations,
product combining is optimal”
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= “Correlation Power Analysis is optimal” ﬁNot always ;;
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I | cave Prejudices & Mlsconceptlons Behind..

sl
= “Probability estimation is crucial” 3 NO we have provenlt

= “Correlation Power Analysis is optimal” Wgt always

= “Against first-order masked |mplementat|ons
product combining is optlmal” —

Theorem (Optimal expression for Gaussian noise). When the noise is zerc
mean Gaussian, N ~ N(0,02), the optimal distinguishing rule is

1
D (x,8) = arg max (xly () — 5 ly ()3
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I | cave Prejudices & Mlsconceptlons Behind..

sl
= “Probability estimation is crucial” 3 NO we have provenlt

= “Correlation Power Analysis is optimal” Wgt always

= “Against first-order masked |mplementat|ons
product combining is optlmal” —

Theorem (Optimal expression for Gaussian noise). When the noise is zerc
mean Gaussian, N ~ N(0,02), the optimal distinguishing rule is

1
D (x,8) = arg max (xly () — 5 ly ()3

Theorem (Correlation power analysis). When the leakage arises from X =
aY(K*) + b+ N where N is zero-mean Gaussian, the optimal distinguishing
rule k = argming. ming ||x — ay(k*) — b||? is equivalent to mazimizing the
absolute value of the empirical Pearson’s coefficient:

k= arg max }p | = |Cov (x,y(k*) ]/\/Var Var (y(k*)).
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I Mathematical Derivations

Theorem (Optimal expression for unknown weights). Let Yo L] Lo f(T k),
and Y (k) = [f(T, k)];, where the weights are independently deumtmg normally

from the Hamming weight model, i.e., ¥j € [1,8,a; ~ N(1,02). Then the
optimal distinguishing rule is

Theorem (Optimal expression for uniform and Laplacian noises).
@ are known such that Y (k) =
Y(k*)+ N with N ~U
rule becomes

When f and
o(f(k,T)), and the leakage arises from X =
(0,0%) or N ~ L(0,0?), then the optimal distinguishing Dy (x,t) = argmax (v(x|y (k) + 1) - (vZ(k) + 1) 7'+ (v{xly (k) + 1)

— o2 Indet(vZ(k) + 1), 1)

M, U
Dopt (Xat) = arginaxg _HX - y(k)”OO;

y(®)1-

=

where v = 2% is the epistemic to stochastic noise ratio (ESNR), (x|y) is the
vector with elements ((x|y(k))); = (x|y;(k)), Z(k) is the nxn Gram matriz with

entries Z; j (k) = (y;(k)|y; (k)), 1 is the all-one vector, and I is the identity
matrir.

o Uniform noise distribution:

o Laplace noise distribution: Dont (x,t) = argmax, —||x —

Theorem (Second-order HOOD). If the model (i.e., p'%)) is known to the at-
tacker for all s in the direct scale, then the second-order HOOD s

D2,,(x™),t)) = arg max py (x™[t™))
keK

= arg max H Z

ke

D () t) = arg max Z
L =

PO ( () (7)) OPt(y(5) (1))

1 ny2
— P Py )

Proposition (Second-order HOOD for low Gaussian noise). Assuming that
hoth shares have the same low noise standard deviation o = 0©) = (1) then the
optimal distinguisher reduces at first order to

Q
Dgﬁ’gi(x(*), t) = arg min max (, © _

©) _
Bwn 2 y O (tg, k,m))* + (2

Yy (tg, k,m))?

Institut Mines-Télécom

p(m( (s))_

1
)) H pk(m((f)Ith),m
s=0

g=1m=) e M)

Prop051t10n (Second-order HOOD for Gaussian noise). Assuming that N8 ~

N (0, o)? ) then the second-order optimal distinguisher in the direct scale be-
comes

(0 (0) (0)
Dgﬁ(x(o M ) = argmdxH Z expl —= Yt k, m)2+y (tg, b, m)’
S S e o(0)
—20(y D (tg, b, m) + y O (tg, b, m)?
o2 '
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I Mathematical Derivations

Theorem (Optimal expression for unkno glL s). Let Yo L Lo f (T k)
. . . . . and Y (k) = [f(T, k)];, where the weighf independently d iating normally
Theorem (Optimal expression for uniform and Laplacian noises). When f and from the Hamming weight model, i.c., v,; € [[1.8, aj ~ N(l,u ). Then the
@ are known such that Y (k) = o(f(k,T)), and the leakage arises from X = optimal distinguishing rule is
Y (k*) + N with N ~U(0,02) or N ~ L£(0,0?), then the optimal distinguishing Dy (x,t) = argmax (v(x|y (k) + 1) - (vZ(k) + 1) 7'+ (v{xly (k) + 1)
rule becomes — 02 Indet(vZ(k) + 1), (1)
e Uniform noise distribution: DM xX,t) = argmax; —||x —y(k where v = % is the epistemic to stochastic ratio (ESNR), {xly) is the
f opt ( ) & k H y( )”007 ,tomi)it elemems((x\y(k)))] (xly;(k)), Z(k) s the nxn Gram matriz with
) ) ) ) entries Z; j (k) = (y;(k)|y; (k)), 1 is the all-one vector, and I is the identity
e Laplace noise distribution: D1 (x,t) = argmax, —||x — y(k)]|1. matrir. T

Theorem (Second-order HOOD). If the model (i.e., p'%)) is known to the at-
tacker for all s in the direct scale, then the second-order HOOD s

Dgpt(x(*)v t)) = arg max pj, (x™ [t*)
ke

VU N p{m*lg_]j, £
| Sylvaln Guilley, Annelle Heuser, Olivier Rioul,
oo Methods for recovering secret data of a
cryptographic device and for validating the
security of such a device,
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_ Scientific Commitments/ Achievements

= Reviewer: COSADE 2013/2014, HOST 2013/2014, HASP 2013, SPACES
2013/2014, JCEN (several times), IEEE Trans. of Information Forensics &
Security, IEEE Transactions on Computers

= Conference organizer: COSADE 2011-2014
= Advisor: 4 interns, students group (Polytechnique)
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IR Currently...

= Post-doctoral researcher
= European project SECODE (CHIST-ERA)
= Secure Codes to Thwart Cyber-Physical Attacks
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B Thank you!

annelie.heuser@telecom-paristech.fr
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